NHPOPMALMNOHHHASA ITAMATKA JJIS1 OBYYAIOLIIUXCSA
JJIAA PASMEILEHUA HA OPUIUAJIBHBIX UHTEPHET-PECYPCAX

C xaxaplM TOAOM MOJIOAECKH B IHTepHETe CTaHOBHUTBCS OoJiblle, a
IIKOJIbHUKA OJIHM W3 CaMbIX aKTUBHBIX MOJb3oBaTesed PyHera. Mexny TeM,
NOMHMMO OTPOMHOI0 KOJIMYECTBA BO3MOXKHOCTEH, MIHTepHET HeceT U mpoOIEMBbl.
OTa mamsTKa I0JKHA TOMOYb Tebe 0e30IacHO HaXOAUTHCS B CETH.

KomnbrotepHbie BUPYCHI.

KoMmbroTepHslid BUPYC — 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOrPAMM,
OTIIMYUTEIBHON OCOOEHHOCTBIO KOTOPOM SIBJISIETCS CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHue K 3TOMy, BUPYChl MOTYT MOBPEAUTH WM MOJTHOCTHIO YHUUYTOKUTH
BCe (pailsibl U JaHHBIE, OJKOHTPOJBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObLiIa
3allyllleHa 3apak€HHas MpOrpaMMa, a TaKKe MOBPEIUTh WIN JaKe YHHUTOKUTh
OIEPaIOHHYI0O CUCTEMY CO BceMmH (aiizamu B 1eJoM. B OOJIBLIIMHCTBE Ciy4yaceB
pacnpocTpaHsoTcs BUPYChl uepe3 MHTepHeT.

MeToabl 3a1IUTHI OT BPEAOHOCHBIX IPOrPaMM:

1. Ucnionb3yil  COBpEMEHHBIE  OMNEPAIlMOHHBIE  CHUCTEMbI,  HMEIOLIUE
CEPbE3HBIN YPOBEHB 3alIUTHI OT BPELOHOCHBIX IIPOIPAMM;

2. [loctosiHHO ycTaHaBnuBail MOYTH (LU(PPOBbIE 3aIIaTKH, KOTOPHIE
aBTOMATHUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMbl) U ApPyrHe
OOHOBJICHUSI CBOCW omepanuoHHOW cucteMbl. CkauMBailT WX TOJBKO C
opuimanbHoro caira paszpadborunka OC. Eciaum cyliectByeT  pexum
aBTOMATUYECKOTO OOHOBJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEpE MO/ MpaBaMU IOJH30BATENS, a HE
aIMUHUCTpAaTOpa. OJTO HE IMO3BOJUT OOJBUIMHCTBY BPEIOHOCHBIX MPOrpaMm
WHCTAJUINPOBATHCS HA TBOEM NIEPCOHATIBLHOM KOMIIBIOTEPE;

4. Ucnionb3yil  aHTUBUPYCHBIE TNPOTPAaMMHBIE TPOIYKThl  M3BECTHBIX
IPOU3BOJUTENEH, C aBTOMAaTUUECKUM OOHOBJIEHUEM 0a3;

5. Orpannyb GU3NYECKUH TOCTYI K KOMIBIOTEPY AJI TOCTOPOHHUX JIHII;



6. Mcnonb3yi BHEIHUE HOCUTENN MH(POpPMAIUH, TaKUe Kak (hielika, ITUCK
win (aiin u3 lHTepHeTa, TOIBKO U3 TPOBEPEHHBIX HCTOUHUKOB;

7. He oTKpbIBaii KOMITbIOTEpHBIC (haiijibl, MOJY4YCHHBIE W3 HEHaJEKHBIX
UCTOYHUKOB. Jlaxxe Te (pailiibl, KOTOpbIE NpHCIIal TBOM 3HAKOMbIM. Jlydunie yrounu
y HEro, OTIIPaBJIsI JIU OH TeOe UX.

Ceru WI-FI.

Wi-Fi — 9310 He BUA mepenavyd NAHHBIX, HE TEXHOJIOTHUS, a BCETO JIUIIb
Opena, mapka. Eme B 1991 rony Huzaepianiackas KOMIIaHUS 3aperUCTpUpOBajia
openn « WECA», uro o6o3Hauasio cioBocouetanue «WirelessFidelity», koTopbrit
NEPEBOIUTCS KaK «OEeCpOBOAHASI TOUHOCTH.

Jlo Haiero BpeMeHu Jouuia Apyras abopeBuaTypa, KoTopast sIBIIeTCS TaKOH
xe TexHojoruend. Ito abOpeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHJapT BeICIIMNA 3BykoBou TexHuku Hi-Fi, yto B mepeBome
O3HAYaeT «BBICOKAs TOYHOCTHY.

Ja, OecrinaTHbIM MHTEPHET-A0CTYN B Kade, OTesIX U a’dporopTax sBISAETCS
OTJIMYHOM BO3MOXKHOCTBIO BbIxoAa B MHTepHer. HO MHOTHE 3KCHEPTHI CUMTAIOT,
yTo obuenoctynasie WiFicetu He sIBISIOTCS O€30MaCHBIMU.

CoBeTbl 110 0€30MaACHOCTH PadoTe B 001eNOCTYNHBIX ceTsix Wi-fi:

1. He mepenaBaii cBOrO JUYHYIO WH(GOPMAIIMIO Yyepe3 00IIe0cTynHbie Wi-
Ficetu. PaboTtas B HuUX, *e€JaTeJbHO HE BBOJUTH MApOJU JOCTyNHa, JIOTUHBI U
KaKue-TO HOMEDPA,

2. Ucnionb3yit 1 OOHOBIISI aHTUBUPYCHBIE IPOrpaMMbl U OpanaMayasp. Tem
caMbIM Thl 00€30MaCHIlb Ce€0s1 OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. llpu wucnonp3oBanun Wi-Fiotkmoun ¢yskiuo «OOmmii  10CTyn K
daiinam u npuHTepam». JlaHHas (QyHKIUS 3aKphiTa MO YMOJYAHHUIO, OIHAKO
HEKOTOpBIE MMOJIb30BATEIN aKTUBUPYIOT €€ ISl yI00CTBa UCOIb30BaHUs B paboTe
WM yueoe;

4. He wucnonp3yét mnyOonumunbeii WI-Flgns mnepemaun JUYHBIX JaHHBIX,

HarpuMcep, JJIA BbIX0da B COOMUAJIbHBIC CETU UJIM B 3JICKTPOHHYIO IIOYTY,



5. Ucnonw3yit Tonbko 3amuiieHHoe coequnenue yepe3 HTTPS, a e HTTP,
T.€. Mpu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B MmoOunsHOM Tenedone otkmoun (yHkuuio «lloakmrouenne xk Wi-
FiaBromarnueckn». He moryckaii aBTOMaTHYECKOTO TOMKIIOYCHHS YCTPOHCTBA K
cetsim Wi-Fi6e3 TBoero cormiacusi.

ConuajabHbIe CETH.

CornuanbHbIe CETH aKTUBHO BXOST B HAITY )KM3Hb, MHOTHE JTIFOAU PabOTaroT
U JKUBYT TaM MOCTOSIHHO, a B Facebookyske 3apeructpupoBad MUJUTHAP/T] YETIOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE IT0JIb30BaTEIN HE
MOHUMAIOT, YTO WH(POpPMAIHs, pa3MEIIcHHas UMHU B COIHMAIBHBIX CETIX, MOXKET
ObITh HalJleHa W MCIOJIb30BaHAa K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
0JIaruMu HaMEPEHUSIMU.

OcHOBHBIE COBETHI N0 0€30MACHOCTH B COIHAIBHBIX CETHAX:

1. Orpannup cnucok Jpy3eil. Y TeOs B Jpy3bsiX HE JOJDKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJEH;

2. 3amuinaii CBOI 4YacTHYIO >ku3Hb. He ykaspiBail mapoinu, TenedoHbI,
aapeca, JaTy TBOETO POXICHHUS W JIPYTyl0 JHYHYIO  HHGOPMAIHIO.
3110yMBIIUICHHUKHA MOTYT UCIIOJIb30BaTh JakKe MH(POPMAIIUIO O TOM, KaK Thl U TBOU
POJIUTENH TUTAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3ammiail cBOIO pEmyTaluio — JEpKH €€ B YHMCTOTe W 3aJaBail cede
BOIPOC: XOTEN ObI ThI, YTOOBI APYTHE TOJB30BATEIIA BUICIH, YTO THI 3arpy>Kaeiib?
[Toxymaii, IpeskJie YeM 4TO-TO ONMyOJIUKOBATh, HAIUCATh U 3arPy3UTh;

4. Eciv Thl TOBOPHIITE C JIFOJBMH, KOTOPBIX HE 3HACIIh, HE UCITONB3YH CBOEC
peasibHOE MMS U JIPYTYIO JUYHYI0 WH(GOPMAIMU: UMSI, MECTO JKUTEIHLCTBA, MECTO
y4eObl U poyee;

5. N36erait pasmemienus dotorpaduii B IHTepHETE, TAC THI M300paKEH HA
MECTHOCTH, 110 KOTOPOI MOKHO OTPECIUTh TBOE MECTOTIOIOKECHHE;

6. [Ipu peructpanuu B COLUMAIBHOM CETH HEOOXOAMMO HCIOJIb30BATh

CJIO’KHBIE TTAPOJIH, COCTOALINE U3 OYKB U IU(P U ¢ KOJTUIECTBOM 3HAKOB HE MEHEE

8;



7. Ins  comumanbHOW CETH, TOYTHI M JPYTMX CAWTOB HEOOXOAMMO
UCIIOJIb30BaTh pa3Hble maposu. Toraa eciu Teds B3JIOMAIOT, TO 3JI0YMBIIITICHHUKA
MOJIy4aT JOCTYI TOJBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

DJIeKTPOHHBbIE I€HbIH.

DONEeKTpOHHBIE JEHBI'M — 3TO OYEHb YAOOHBIM CIOCOO TUIaTEeXKeW, OJIHAKO
CYILLIECTBYIOT MOLIEHHUKHU, KOTOPBIE XOTAT MOJYYUTh 3TH JICHBIH.

DNEeKTPOHHBIE IEHbI'M MOSIBUIIMCh COBCEM HEJJABHO M UMEHHO M3-3a 3TOrO BO
MHOTHX T'OCYyAapCTBax J0 CUX HOP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHU (YHKIMOHUPYIOT U O HUX YK€ MPOMKCAHO B 3aKOHE, TJe
WX pa3lelsioT Ha HECKOJIBKO BUJIOB — aHOHHMMHBIE U HE aHOHMMHbIE. Pa3Huna B
TOM, YTO AHOHUMHBIE — 3TO T€, B KOTOPBIX pa3peliaeTcsl MPOBOJINUTH OlEepalun
0e3 uaeHTU(UKAIUU T[OJb30BaTENs, @ B HEAHOHUMHBIX UIACHTU(MUKALMH
NI0JIb30BATEIS SIBJIAETCS 0053aTENBbHOM.

Taxke crnenyer pasnuuyaTh 3JIEKTPOHHbIE (UATHBIE JI€HbI'M (paBHbI
rOCYAapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(pUaTHbIE ACHBIM (HE PaBHBI
rOCy/1apCTBEHHBIM BaIIOTaM).

OcHOBHBIE COBETHI 10 0€30MaCHON padoTe C JJIEKTPOHHBIMM IeHbIAMHU:

1. [lpuBsoku K cueTy MOOWIBHBIN TenedoH. DTO caMblil yHOOHBIM U
OBICTpBI CMOCOO BOCCTAaHOBUTH JOCTYyNm K cueTy. IlpuBszanHbiii TenedoH
MOMOJKET, €ciau 3a0ynelllb CBOW IUIATEXHBIM Mapoib WIM 3aijellb Ha CalT C
HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonp3ylt omHopa3oBble mapoiu. Ilocie mepexoma Ha YCUIIGHHYIO
aBTOpHU3alMI0 TeOe yke He OyIeT yrpokaTh OMACHOCTh KpakH WJIM IepexBaTa
IUIATEKHOTO MapoJIs;

3. BeiGepu cioxubiii nmapoas. IIpecTynHukam OyneTr He MPOCTO yrajaaTh
CIIOXHBIM maposb. HanexHple mapoiau — 3TO MApOJIM, KOTOPBIE COAEpPXk AT HE
MEHee 8 3HAKOB M BKIIIOUAIOT B CEOS CTPOYHBIC W MPOMUCHBIE OYKBBI, MUPPHI U
HECKOJIbKO CUMBOJIOB, TaKHE€ KaK 3HaK JoJuiapa, PyHTa, BOCKIUIATEIbHBIA 3HAK U
T.1. Hanpumep, StROng!;;

4. He BBOJH CBOHM JIMYHBIC JaHHBIC HA caﬁTax, KOTOPBIM HEC JOBCPACIID.



DJIeKTPOHHAsI MOYTA.

DNeKTpOHHAs NMOYTa — 3TO TEXHOJIOTHS U MPEIOCTABISIEMBIE €10 YCIYTH MO
MEPECHUIKE U MOJTYYEHHUIO JIEKTPOHHBIX COOOIEHUMN, KOTOPbIE paclpeIesioTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO HIEKTPOHHBINM MOYTOBBIA SIIIUK  BBITJSIUT
CJIeIyIonUM 00pa3oM: UMsI_Tob30BaTensi@umMs_JomeHa. Takxke Kpome nepenadu
MPOCTOTO TEKCTA, UMEETCS BO3MOKHOCTH TIepe/iaBaTh (pailiibl.

OcHOBHBIE COBeTHI M0 0€30NMACHOI padoTe ¢ JIEKTPOHHOM MOYTOM:

1. Hamo BwIOpaTh mnpaBWIbHBIA TOUYTOBBIM cepBuc. B HHTepHere ecTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIIE€ TIOBEPSATH TEM,
KOTO 3HA€IIb U KTO NIEPBBIN B PEUTUHTIE;

2. He yka3bIBaii B TMYHOM MoYTe JIMUHYIO HHPopManuo. Hanpumep, mydie
BBIOpATh «MY3bIKaJIbHBIN _(panat@» nim «pok2013» BmecTo «Ttemal3»;

3. Ucnonb3yil ABYXATANHYIO aBTOPU3ALMI0. DTO KOTAA MOMHUMO MapoJs
HY>KHO BBOJUTH KO/I, TPUChUIaEMbI 0 SMS;

4. BpiOepy CIOXHBIM Tapodib. s KaXAaoro MmovToOBOTO SIIMKA JIOJDKEH
OBITH CBOM HAJCKHBIN, YCTOMYMBBIN K B3JIOMY M1apOJib;

5. Ecnmu ecTh BO3MOXKHOCTH HanMcaTh CaMOMY CBOM JIMYHBIA BOIPOC,
WCIIOJIB3YH 3TY BO3MOXHOCTB;

6. Ucronb3yli HECKOJIBKO TMOYTOBBIX SIMIMKOB. [lepBbIil 171 4yacTHOM
MIEPENNCKU C aJpecaTamMu, KOTOPBIM Thl JOBEPSECHIb. JTO AIEKTPOHHBIM agpec He
HAJI0 UCTIOIH30BATh MPU PETUCTPAIIMHN Ha OopyMaxX U CalTax;

/. He otkpbiBail ¢aiiiabl U Apyrue BIOXKEHUS B MUCbMax JlaXe €CIu OHU
IOPUIIIIA OT TBOUX Apy3el. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TeOe ATH
(haisl;

8. Ilocne oxoH4aHusi pabOThl HAa IMOYTOBOM CEpPBHUCE MEpE] 3aKPbITUEM
BKJIAJIKM C CAUTOM He 3a0y/1b HaXKaTh Ha «BeIATHY.

Kun6epOy1iimHr wiim BUPTyajibHOE U3/1€BaTeJIbCTBO.

KubepOymuHr  —  mpeciiefoBaHUE  COOOIIECHUSMH,  COJIEpKAIUMHU
OCKOpOJIeHMs, arpeccuio, 3aIyTUBaHUE; XYJINTAHCTBO; COLIMAJIbHOE

60ﬁKOTHpOBaHH€ C IMIOMOIIBIO PA3JIUYHBIX MHTCPHET-CCPBUCOB.



OcHoBHBIE cOBeTHI 110 00pBOe ¢ KNOEPOYVINHIOM:

1. He Opocaiics B 60ii. Jlyummmii crmoco0: MOCOBETOBATHCS Kak ce0sl BECTH H,
€ClIi HET TOro, K KOMY MOYKHO OOpaTHTbCs, TO BHadajleé YCIOKOUTbCA. Ecimu Thl
HAYHEIIb OTBEYaTh OCKOPOJCHUSIMH Ha OCKOPOJIEHUS, TO TOJBKO emie OoJblie
pa3oxoKelb KOH(IIUKT;

2. Yrpapnsiii cBoelt kubeppenyTanuei;

3. AHOHUMHOCTh B ceTd MHHMMas. CyIecTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOWT 3a AHOHUMHBIM aKKayHTOM;

4. He cToWT BecTHM XyJUTaHCKUA 0Opa3 BHUPTyaJbHOW >XKuU3HU. MHTEpHeET
(GuKCUpyeT BCce TBOM JEUCTBHS M COXpAHSIET UX. YJAIUTh UX OyIeT KpaiiHe
3aTpyIHUTEIIBHO;

5. Cobmronaii cBOM BUPTYAJIbHYIO YECTh CMOJIOJY;

6. UrHopupyil eauHuuHblii HeratuB. OnHOpPa30BbIE OCKOPOUTEIBHBIE
cooOIIeHusT Jydmie UrHopupoBaTb. OOBIUHO arpeccusi IpeKpalaercs Ha
HayaJIbHOU CTaJUH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIICHUSMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOYKHOCTH OJOKHMPOBKM OTHPABKUA COOOILIEHHUN C
OIPEJEIIEHHBIX a/IPECOB;

8. Ecnu b1 cBUneTENb KNOEpOyuMHra. TBOM NEHCTBUSA: BBICTYIUTh POTHUB
npeciieoBaTeNs, MoKa3aTh €My, YTO €ro JACMCTBUS OLICHUBAIOTCS HETaTUBHO,
HoJIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTUYECKass IMOMOIb, COOOIIUTH
B3pOCJIBIM O (PaKTe€ arpeCCUBHOTO MOBEJACHUS B CETH.

MoOniabHbIH TeaedoH.

CoBpemenHble cMapT(HOHBI U TUTAHUIETHI COJIEPKaT B c€O€ BIOIHE B3POCIbIN
(GyHKUHMOHAT, W TeNepb OHU MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU
KomnbioTepamu. OIHAKO, CPEACTB 3aLIUTHI JIJIsl TOJTOOHBIX YCTPOUCTB MOKA OYEHb
Mano. TectupoBaHMEe M TIOMCK YSA3BUMOCTEl B HHMX IHPOUCXOJUT HE Tak

HNHTCHCHUBHO, KaK IJId HK, TO K€ caMOe€ KacaeTcs 1 MOOMIBLHBIX HpI/IJIO}KeHI/II‘/’I.



CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ TPAKTUYECKH JIOTHAIA
HACTOJIbHBIE aHAJOTH, OJHAKO pacHupeHue (QyHKIIMOHAla BIEYEeT 3a COOOHU
OOJIBIIYIO CIIO)KHOCTb U MEHBIIYIO 3aIUIIEHHOCTD.

Jlaexko HEe Bce MPOU3BOAMTENN BBITYCKAIOT OOHOBJICHHS, 3aKPBIBAIOIIIHEC
KPUTHYECKHE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JJIA 0€30IACHOCTH MOOMIILHOIO TeJie(poHA:

1. Hudero He siBIsSIeTCSl MO-HAcToOAIlIeMY OecruiaTHBIM. Bynb ocTOpokeH,
Bellb KOTJla TeOe mpejyiaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHUe-TO TJIATHBIE YCIIYTH;

2. lymaii, mpexnae dem oTmpaBuTh SMS, ¢oro mmm Bumeo. Tl TOYHO
3HaClllb, T/Ie€ OHU OYJyT B KOHEUHOM UTOTE?

3. HeoO6xommnMo 0OHOBIIATE OMEPAIMOHHYI0 CUCTEMY TBOET0 cMapT(oHa;

4. Vicnonb3yii aHTUBUPYCHBIE IPOTPAMMBI JIJI1 MOOWIIBHBIX TeJIe(DOHOB;

5. He 3arpy»xaii npuiaokeHust OT HEM3BECTHOT'O UCTOYHUKA, BEJb OHU MOTYT
COJIepKaTh BPEAOHOCHOE MTPOTPAMMHOE 00ECIICUCHHUE;

6. [locme Toro kak TbI BBIMJCHID C calTa, TJ€ BBOAWI JHMYHYIO
uH(opMmarluio, 3aiiiu B HACTPOHKH Opay3epa u yaaiau cookies;

7. Ilepuoanyecku TPOBEpsii Kakue IUIATHBIE YCIYyTU AaKTUBHPOBAHBI Ha
TBOEM HOMEDE;

8. [aBaii cBoii HOMep MOOUIIBHOTO TenedOHA TONBKO JIFOJISIM, KOTOPBIX ThI
3HAEIlb U KOMY JOBEpPSEIIb;

9. BluetoothgomxeHn ObITH BBIKIIOUEH, KOTJIa Thl UM HE ToOjb3yenibes. He
3a0bIBail MHOT 1A MPOBEPATH ITO.

Online-urpsi.

CoBpeMeHHbIE  OHJIAMH-UTPBl — OTO Kpaco4yHbIE, 3axBaThIBAIOIINE
pa3BiieueHus, OOBEAUHSIONINE COTHHU THICSY YEJIOBEK MO BceMmy mupy. Mrpoku
WCCJIENYIOT JTaHHBIA UM MHpP, OOIIAIOTCS JAPYT C JAPYTOM, BBITIOJTHSIOT 3aJaHUs,
CpakaloTCsl ¢ MOHCTPAMHM U IIOJYYarOT OMNBIT. 3a YAOBOJIBCTBUE OHM IUIATT:

MMOKYIIarOT JHUCK, OIINIIaYMBAIOT a0OHEMEHT UJIH HpI/IO6peTaIOT KaKHne-TO OIIIMH.



Bce 31u cpeacTBa MAYT Ha NOIJAEPKAHUE U PA3BUTHE UI'PBL, & TAKKE HA cCaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMBI ABTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTyu (Hu@poBbIe 3aMIaTKU ISl IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B 1nonoOHBIX WIpax CTOUT OMacarbCsi HE CTOJIBKO CBOMX COIIEPHUKOB,
CKOJIbKO Kpa)Xd TBOETO IMapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3ALMU
OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI 110 0€30MACHOCTH TBOET0 HTPOBOI0 AKKAYHTA:

1. Ecniu npyroil urpok BeAeT cedsl MI0X0 WM CO3AaeT TeOe HENMPUITHOCTH,
3a0JIOKUPYH €ro B CIIHUCKE UTPOKOB;

2. [loxkanmyiics agMHUHHCTpaTOpaM WIPbl Ha IUIOXOE TOBEIACHHE STOTO
UTPOKA, JKEJIATENBHO MPUII0KUTh KAaKUE-TO JOKa3aTEIbCTBA B BUJE CKPUHOB;

3. He yxa3sbiBait mnunyto nHdopmanuio B npodaiisie Urpsl;

4. YBaxal Ipyrux y4aCTHUKOB 1O UTPE;

5. He ycranaBnuBaii HeoduMaabHbIe TATYU U MOJIBI;

6. Mcnonb3yii ClIo>KHBIE B pa3HbIe MapoJy;

7. Jaxe BO BpeMs WIpbl HE CTOWT OTKIOYaTh aHTuUBHpYyC. [loka TbI
Urpaelllb, TBO KOMIBIOTEP MOTYT 3apPa3UTh.

OUIIMHT WM KPaKa JUYHBIX JTaHHbIX.

OObIYHOM Kpaskel JEeHEr U JOKYMEHTOB CErOJHS YK€ HUKOTO HE yIWBHIIb,
HO C Pa3BUTHEM HWHTEPHET-TEXHOJOTUH 3JO0YMBIIUICHHUKH TEPEMECTUIIUCH B
HHTepHET, ¥ IPOI0IKAIOT 3aHUMATHCS «ITFOOUMBIMY JIETIOM.

Tak mosiBUiIach HOBas yrpo3a: MHTEPHET-MOILIEHHUYECTBAa WA (UIIUHT,
rJlaBHas 1EeJdb KOTOPOrO COCTOMT B TMOJYYEHUH KOH(PHUACHIMAIbHBIX JaHHBIX
MOJIB30BATENICW — JIOTMHOB | maposieir. Ha anrnmiickom si3pike phishinguurtaercs
kak ¢pumuHr (0T fishing— priOHas 0B, password— naposs).

OcHoBHBIE cOBeTHI 0 00pbHOE ¢ PUIIMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl momo3peBaellb, 4TO TBOSI aHKETa
Oblla  B3JIOMaHa, TO HeoOXoAMMO  3a0JIOKUpOBaTh €€ U COOOUIUTH

aIMHHHCTpPATOpaM pecypca 00 3TOM KaK MOYKHO CKOPEe;



2. Ucnionw3yii Ge3omacHble BeO-CalThl, B TOM YHCIIC, HHTEPHET-Mara3uHoB H
MOUCKOBBIX CUCTEM;

3. Ucnone3yit ciokHble M pa3Hble mapoiu. Takum oOpazoM, eciu Tels
B3JIOMAIOT, TO 3JIOYMBIIUJIEHHUKU TMOJy4aT AOCTYIl TOJIbBKO K OJHOMY TBOEMY
npoduIIIo B CETH, a HE KO BCEM;

4. Ecnu TeOs B3MOMad, TO HEOOXOAMMO MPEAYyNpEAUTh BCEX CBOHUX
3HAKOMBIX, KOTOpBIE T00ABJICHBI y T€OS B IPY3bsAX, O TOM, UYTO T€OS B3JIOMAIU H,
BO3MOYKHO, OT TBOETO UMEHU OYJIET PacChlIaThCS CIaM U CCHUIKM Ha (DUIIMHTOBBIC
CalThI;

5. YcranoBu HaziexHbli maposs (PIN) Ha MoOUITbHBIN TenedoH;

6. OTKIII0UYM COXpaHEHHE Mapoist B Opaysepe;

/. He oTkpbiBail (aiiiibl U APYyTrUe BIOKEHUS B IMUCbMAax JlaXe €CIu OHU
OPUIILIA OT TBOWX JApy3el. Jlydille yTOuHHM y HUX, OTIPABISUIM JIM OHH TeOe ITH
Gbab.

udposasi penyranus.

[Mudposas penyramusi — 3TO HETaTUBHAsI WM MO3WTHUBHAS MH(POpMAIUS B
cetu o tebe. Kommpomerupyromas uHpopmanusi, pasmenieHHas B HHTepHeTe
MOET CEPhE3HBIM 00pa30M OTPA3UTHCS HA TBOEH peaynbHOU xu3HU. «lludposas
penyTanus» — 3TO TBOM UMHJK, KOTOPBIM (popmupyercs u3 undopmaiuu o tede
B NHTEpHETE.

TBoe MecTo KUTENhCTBA, Yy4eObl, TBOE (PHUHAHCOBOE TMOJOXKEHHUE,
O0COOEHHOCTH XapakTepa 1 paccKaszbl 0 OJIM3KUX — BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue mnoApOCTKH JIETKOMBICJICHHO OTHOCSATCS K MYOJIMKAllUU JIMYHOMN
uHdopmaruu B MHTEpHETE, HE MOHUMAsT BO3MOXHBIX MOCHeACTBUM. Thl maxe He
CMOXeEITb J0TagaThcsi 0 TOM, 4yTo doTorpadus, pa3MellleHHas 5 JIeT Ha3aj, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os Ha padoTy.

KommenTapuu, pazmenienne TBoux ¢otorpaduii u apyrue IeUCTBUS MOTYT
HE MCYE3HYTh Ja)K€ IOCJIE TOro, KaKk Thl HMX YyAAJIWIIb. bl HE 3HACWIb, KTO
COXpaHWI 3Ty WHPOPMANHIO, TOMajga JU OHAa B IIOMCKOBBIE CHCTEMBI W

CoXpaHWjaCb JHM OHA, a IJIaBHOC: 4YTO IIOAYyMarOT O TeOe OKpYXKaruee JIroau,



KOTOpbIE HaWAYT M yBUAAT 3T0. Haiitu nHopmannio MHOTO JIET CILyCTSI CMOKET
JTI000H - Kak U3 T0OpBIX MOOYKIECHUH, TaK U C HAMEPEHUEM MIPUYUHUTE Bpea. ITO
MOKET OBITh KTO YT'OJTHO.

OcHoBHbIE COBETHI 110 3amuTe HU(POBOI penmyTanuu:

1. [Toxymaii, mpexxae 4eM 4To-TO MyOJIMKOBATh U IiepeaaBaTh y ce0s B OJyiore
WM B COLIMATILHOM CeTH;

2. B HacTpoiikax mpoduis yCTaHOBHM OTPaHHUYEHHUS HAa MPOCMOTP TBOETO
npouiIs ¥ €ro CoEeP>KUMOTr0, CIeai ero TOJIbKO «JUIs IpYy3eiD»;

3. He pa3memiait u He ykas3piBail HHGOPMAIHIO, KOTOpass MOXKET KOT0-JIH00
OCKOPOJISITh WJIH OOMXKATh.

ABTOpCKOe NPaBoO.

CoBpeMeHHbIE IIKOJBHUKA — AaKTUBHBIE TMOJH30BATENH  IUGPOBOTO
npoctpancTBa. OAHAKO JAleKo HE BCE 3HAIOT, YTO I0JIb30BAHWE MHOTUMH
BO3MOXKHOCTSIMU ~ IIMPpoBOro  mupa TpeOyer  coOMOAeHHs MpaB  Ha
MHTEIJICKTYyalIbHYI0 COOCTBEHHOCTb.

Tepmun «uHTEIEKTyanbHasi COOCTBEHHOCTH» OTHOCHUTCS K Pa3IUYHBIM
TBOPEHHUSAM YEJIOBEUECKOTO yMa, HayMHas C HOBBIX H300pETEHH W 3HAKOB,
0003HavaroMUX COOCTBEHHOCTh HAa MPOJIYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dboTorpadpusiMu, KHHODUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHE TpaBa — 3TO MpaBa HAa WHTEIJICKTYyalbHYI0 COOCTBEHHOCTH Ha
MIPOU3BEJICHUSI HAYKH, JIUTEPATYPhl U UCKYCCTBA. ABTOPCKHE IMpaBa BBHICTYMNAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEIUIEKTYyaJbHBIN/TBOPUECKUA TPy aBTOpa HE
OyZer HampacHbIM, JacT €My CIIpaBeJIMBBIE BO3MOXHOCTH 3apaboTarh Ha
pe3yiapTaTax CBOETO TPYyJAa, MOJIYYUTh H3BECTHOCTh W Mpu3HaHue. Hukto 06e3
paspelieHrss aBTOpa HE  MOXET BOCHPOM3BOAWTH €r0  TPOU3BEICHUE,
pacnpocTpaHsITh, MYOJIUYHO JEMOHCTPUPOBATH, MPOJABATh, WMIIOPTHPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO HCIOJHATH, MOKA3bIBATH/UCIIONHITH B d(Upe WU
pa3meniath B MIHTepHeTe.

Hcnonb30BaHne «MUPATCKOTO» MPOTPAaMMHOTO  OOECTIEYEHHS] MOXKET

IIPUBCCTH KO MHOTMM PpPHCKaM: OT IOTEPpHU MAJAaHHBIX K TBOHM d4KKayHTaM 10



OJIOKMPOBKU TBOErO YCTPOWCTBA, IJI€ YCTAHOBJICHHBIM HE JieTajbHasl MporpaMma.
He crout Takxke 3a0bIBaTh, 4YTO CYIIECTBYET JIETaJIbHBIE W OCCIUIATHBIC
POrpamMMbl, KOTOPbIE MOKHO HAHUTH B CETH.

O nmopraue.

CeTeBI/I‘IOK.D(b — TBOW TJIaBHBIM COBETYUK B CETH. 3,Z[€CI) Thl MOKCIIIb

y3HaTh O O€30MacHOCTM B CETH MOHATHBIM M JIOCTYIIHBIM S3BIKOM, a IIpHU
BO3HUKHOBEHUU KPUTHUECKOM CHUTyalldd OOpaTHTHCS 3a COBETOM. A Takke

MPUHSATH y4aCTHE B KOHKYpPCAxX M CTaTh CaMbIM TU(PPOBBIM TpaxaaHUHOM !



